CONTENT 
PROVIDER 12 



WIRELESS CARRIE 
14 



DESKTOP 
COMPUTER 16 




SYNC. 
COMPONENT 
26 



WIS 20 



SYNC. 
COMPONENT 
28 



WIRELESS 
RECEIVER 22 



MOBILE DEVICE 18 



FIG. 1 



18 



30 



PROCESSOR 



34 



I/O 



36 



DESKTOP 
COMMUNICATIO 
N INTERFACE 



38 





MEMORY 




OBJECT 
STORE 44 



WIRELESS 
' RECEIVER 37 



FIG.2 



i 




FIG. 3 



46 



FIG. 5 






MEMORY 50 








ROM^ 
BIOS 56 


RAM 25* 




OPERATING 




SYSTEM 65 


PROGRAM MODULE 


APPLICATION 


- 67. 


PROGRAMS 66 


PROGRAM DATA 68 












REMOTE 
COMPUTER 79 





MEMORY 80 



FIG. g 



ORIGINATOR 260 



CRYPTOGRAPHY 
COMPONENT 202 



PMOC 204 



TRANSMISSION 
LINK 206 



MOBILE DEVICE 18 



SYNC 
COMPONENTK- 
28 



> ' PMPC 212 



DRIVER 210 



J. 



RADIO HW 
208 



RECEIVE 
PROGRAMMING 
DATA 



214 



216 



CREATE SIGNED 

ENCRYPTED 
PROGRAMMING 
MESSAGE 



TRANSMIT 
PROGRAMMING 

MESSAGE 
ADDRESSED TO 
DESIRED DEVICE 
OVER THE AIR 



PASS PROGRAMMING 
MESSAGE TO PMPC 
ANDIDENTIY IT AS A 
PROGRAMMING 
MESSAGE 



218 




220 




222 



EXECUTE lO 
CONTROL CALL T 
DRIVER USING API 



PLACE 
PROGRAMMING 
DATA IN OUTPUT 
BUFFER 



PROGRAM 
ACCORDING TO 
PROGRAMMING 
DAtA 



FIG. 7 



USER PROVIDE 
AUTHENTICATION 

INFO AT 
ORIGINATOR WEB 
SITE FROM 
DESKTOP 



USER REQUEST 

CHANGE IN 
SUBSCRIPTION 
REQUIRING 
REPROGRAMMING 



CREATE SIGNED 

ENCRYPTED 
PROGRAMMING 
MESSAGE 



TRANSMIT 
PROGRAMMING 

MESSAGE TO 
USER'S DESKTOP 



CONNECT 

MOBILE 
DEVICE TO 
DESKTOP 



_2_ 



SYNCHRONIZE 
PROGRAMMING 
MESSAGE TO PMPC 
ON MOBILE DEVICE 



230 



232 




234 



236 




238 



240 



1 



EXECUTE lO 
CONTROL CALL TO 
DRIVER USING API 






PLACE 
PROGRAMMING 
DATA IN OUTPUT 
BUFFER 







224 



226 



PROGRAM 
ACCORDING TO 
PROGRAMMING 
DATA 



228 



FIG. 8 



OBTAIN 
MESSAGE 
SPECIFIC 
DATA 



254 



268 



-OBTAIN 
MESSAGE 
SPECIFIC 
DATA 



256 



OBTAIN BASE 
KEY 



258 



OBTAIN 
ENCRYPTION 
DATA 



CALCULATE 
HMAC 



260 



262 



USE HMAC 
TO DERIVE 
ENCRYPTION 
KEY 



270 



OBTAIN BASE 
KEY 



OBTAIN 
SIGNING 
DATA 



CALCULATE 
HMAC 



USE HMAC 
TO DERIVE 
SIGNING KEY 



272 



274 



276 



FIG. 9B 



FIG10B 



FIG. 11A 



PROGRAMMING 
DATA 278 




282 



SIGNATURE 
280 



. ADD BACK 
PROGRAMMING 
DATA 




292 



OBTAIN 
PROGRAMMING 
DATA 



294 



OBTAIN 
SIGNING KEY 



296 



CALCULATE 
HMAC TO 
OBTAIN 
SIGNATURE 




298 



JOIN 
PROGRAMMING 
DATA AND 
SIGNATURE 




300 



OBTAIN 
ENCRYPTION 
KEY 



302 



ENCRYPT 
PROGRAMMING DATA 
AND SIGNATURE TO 
FORM ENCRYPTED 
MESSAGE 



304 



append message 
specific data to 
encrypted 
me"§sage 



306. 



ADD HEADER TO 

OBTAIN 
PROGRAMMING 
MESSAGE 



FIG. 11B 



FIG. 12A 



DRIVER 210 



PMPC 212 



I 



AnaiyzeMessage 
320 



DeriveEncryp- 
tionKey 322 



DecryptAnd 
ValidateRadio 
PgmData 324 



RADIO HW 208 



GROUP INFO 
TABLE 314 



KEY TABLE 
310 



GROUP 
INDEX TABLE 
316 



ADDRESS 
TABLE 312 



CARRIER 
AND MFR 
INFO TABLE 
318 



PLACE DATA 
IN PROPER 
FORM 



326 



MAKE RADIO_PROGRAM 

CONTROL CALL. 
SUPPLYING Radio_Pgm 
struct 



I 



334 



DRIVER CALLS 
DecryptAndValidateRadioPgmData 

FUNCTION TO DECRYPT AND 
VALIDATE THE PROGRAMMING 
MESSAGE 



336 



338 



PLACE PROGRAMMING 
DATA IN APPROPRIATE 
BUFFERS 



FIG. 12B 



